
Smart Grid Security: Reliable Energy Services  
on a Trusted Information Infrastructure
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Securing the Electric Grid
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Emerging Standards


 

General


 
Guidelines for Smart Grid Cyber Security – NIST: 
http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7628


 
OASIS: Web service security for energy networks http://www.oasis- 
open.org/committees/tc_home.php?wg_abbrev=energyinterop


 

Generation and Transmission


 
NERC / FERC – mainly operational security


 
IEC 62351 – Information Security for Power Control Systems Operations


 
Affects DNP, ICCP, and IEC 61850


 
TLS and challenge response mechanism


 
Role-base access control


 

Distribution and Metering


 
AMI-SEC System Security Requirements 
http://www.controlsystemsroadmap.net/pdfs/AMI_System_Security_Requir 
ements-v1_01-1.pdf


 
DLMS, COSEM: Security for narrow-band powerline communication

http://csrc.nist.gov/publications/PubsNISTIRs.html#NIST-IR-7628
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=energyinterop
http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=energyinterop
http://www.controlsystemsroadmap.net/pdfs/AMI_System_Security_Requirements-v1_01-1.pdf
http://www.controlsystemsroadmap.net/pdfs/AMI_System_Security_Requirements-v1_01-1.pdf


Physical Security not sufficient – 
Information Security needed

Critical infrastructures are exposed to the Internet

The availability of the power distribution network depends on
the reliability of the information infrastructure



Electric Meter

Smartcard Technologies for Meters 
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Goals
 Leverage on of existing security and network mgt technologies
 Allow upgrade of security in infrastructures with long lifetime
 Enable valued-added services securely on new metering infrastructure

e.
g.

 s
er

ia
li

nt
er

fa
ce



Smartcard Technology: Service Enabler in 
Metering Industry ?!
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Goal
Securing Smart Meters with value-added secure building-gateway.

Intrusion
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Summary


 

The Smart Grid transforms physical assets to information assets


 
Reliable energy servcies require a trusted infrastructure


 
Implement the security features provided by system vendors
 Certification


 
Defence-in-depth realized for smart meters with trusted architecture
 No real security without hardware


 
Role-based access control (RBAC)
 End-to-end security to protect infromation assets


 

Propositions


 
Protect privacy of customers and secure access to the electric grid 
with a gateway


 
Reap the benefits of established mechanisme in Smartcard Industry 
to protect novel smart metering infrastructure



Leave it up to us
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Albis Technologies Ltd – Your partner for 
the Internet of Energy

Swiss quality with longstanding expertise in
 Embedded Security;
Wireless and High-frequency; and 
 Accredited certification for EMC & Safety
located in the heart of Europe.
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